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ABSTRACT

In recent years, side-channel attacks have gained increasing
attention, mainly due to their ability to extract sensitive infor-
mation from their victims in an effortless way. Also, with the
development and spread of cloud computing, where victims
and potential attackers share physical infrastructure, these at-
tacks are becoming a serious concern. For performance rea-
sons, several resources as CPU cache memories have to be
shared, leaving a door opened for attackers. However, when
cryptographic processes are properly characterized it is pos-
sible to detect attacks which abuse one shared resource as, for
example, CPU cache. In this paper we present a timing char-
acterization of a process implementing a cryptographic algo-
rithm such as AES. Then we characterize the same encryp-
tion process when suffering a cache attack and when shar-
ing the CPU with other different processes to evaluate how
they affect it and get accurate models. The main idea of this
work is getting an accurate timing model to distinguish when
a process is or not being attacked regarding to timing mea-
surements. Once we get the model, we provide a detection
algorithm that detects over 96% of attacks with false posi-
tive rates around 5%. The false positive rate is reduced to
0% when discarding the initial transitory state related to the
booting stage of a new process.

Author Keywords
Side-Channel Attack; Cache Attack; AES, Attack detection;

ACM Classification Keywords

C.4 PERFORMANCE OF SYSTEMS: Modelling Tech-
niques; D.4.6 OPERATING SYSTEMS: Security and
Protection—Invasive software; D.4.8 OPERATING SYS-
TEMS: Performance—Measurements, Stochastic analysis;
G.3 PROBABILITY AND STATISTICS: Experimental de-
sign

SummerSim-SCSC 2016 July 24-27 Montreal, Quebec, Canada
(©2016 Society for Modeling & Simulation International (SCS)

1. INTRODUCTION

Recent advances in technologies have lead to a massive adop-
tion of cloud computing. Cloud providers give customers the
illusion of on demand infinite computing capability and re-
sources. Customers rent computing resources instead of buy-
ing and maintaining expensive infrastructures. By sharing re-
sources between customers, providers achieve economies of
scale, so they can bring resources at lower prices than dedi-
cated infrastructures.

Different Virtual Machines (VMs) from different customers
running on the same physical machines are supposed to be
running completely isolated. However, this isolation pro-
vided by a virtual machine manager (VMM) is only logi-
cal, as the VMs are sharing a physical infrastructure. There-
fore, cloud computing also introduces new challenging secu-
rity and privacy risks derived from the resource sharing.

Sensitive information from a “victim” VM can be gained
from a different VM with just one requirement: co-residency.
In cloud environments attackers do not need to gain access to
the attacked machine or to root privileges, they just need to
achieve co-residency. Ristenpart et al. [25] first demonstrated
that co-residency is achievable and detectable; they also pre-
sented some examples of how to exploit co-resesidency.

The usual way to gain information is by causing a interfer-
ences in the victim process, and then deduce some informa-
tion from the effects of these interferences. CPU cache mem-
ories are commonly used as a source of information leakage,
as they are usually shared among all CPUs. Processes without
any trusting requirements have access to the cache memories
and can force cache misses or hits to gain the desired infor-
mation. Consequently, there is a wide variety of Cache-based
side channel attacks, with the CPU cache performing a main
role. Cache side-channel attacks such as Flush+reload [27]
and prime+probe [21] provide the most fine-grained informa-
tion, commonly enough for cryptanalysis.

We consider cache-based attacks to the Advanced Encryption
Standard (AES), as it the most widely used symmetric block
cipher. AES is used in several US government and industry



applications, and in many other security products all over the
world. Several cross-VM Cache side channel attacks on AES
have been published [13, 10] They claim that the effect on
the target encryption process is minimal and their attacks are
hardly detectable by the victim.

The goal of the work presented is to provide mechanisms to
the users for the detection of cache side-channel attacks on
their VMs. The number of cache hits and cache misses of
an encryption process varies substantially when being under
a Cache-based attack. Although this information is available
through hardware performance counters, the VMs have no ac-
cess to them. We consider the effect of the attack on the time
elapsed during the execution for the detection of the attack.
Detection has to be faster than attacks, in order to avoid their
success in gaining information.

The main contributions of our work are:

— We measure the effect of cache-based side channel attacks
on the performance of a monitored process in a real exper-
imental setup with other processes running.

— We provide a realistic algorithm for the detection of cache
side-channel attacks that also works in VM, just consider-
ing execution times measurements.

The remaining of this paper is organised as follows. In Sec-
tion 2, we present the basic concepts on cache-based attacks
and previous works on cache-based attacks on cloud infras-
tructures. In Section 3 we explain the required concepts of
cache-based attacks applied to our case of study: AES. Sec-
tion 4 introduces the experimental setup and presents the pro-
posed methodology for AES process modeling. In Section 5
we present the detection framework. Finally, in Section 6 we
draw some conclusions.

2. BACKGROUND AND RELATED WORK

In order to achieve a better understanding of side channel
cache-attacks, in this section we are going to give a basic in-
troduction to the concept of CPU caches and shared memory
and how they can be exploited to gain information, followed
by a description of relevant cache attacks.

2.1 CPU caches

CPU caches are small and fast memories located between
the CPU and main memory, specially designed to hide main
memory access latencies. They hold a copy of recently used
data which will be probably requested by the processor in a
short period of time. If the data requested by the processor is
not present in the cache (cache miss), this data will be loaded
from main memory and stored in the cache. If it is present in
the cache (cache hit), there is no need to access main memory.

A set-associative cache is organized as S sets of W lines (also
called ways) each holding B bytes. It is common to name
them as W-way set-associative cache. Given a memory ad-
dress, the less significant logoB bits locate the byte on the
line and the previous logaS bits do the same for the set. The
remaining high-order bits are used as a tag for each line. The
tag is used to discern whether a line is already in the cache or

not. As main memory is much larger than CPU caches, multi-
ple memory lines map to the same cache set, much more than
lines available in a set. When storing data in a fully filled
cache set, a line in the set is replaced according to some pol-
icy, usually least recently used (LRU).

In inclusive memories, as the ones available in Intel pro-
cessors, memory is organized in different levels and data in
smaller and low level memories (i.e. L1) must also be some-
where in top level memories (i.e. L2 and L3). The last level
cache memory, L3, is shared among all cores. Consequently,
what a process being executed in a core does related to L3
cache data may have consequences in other core processes.
This fact leads to several cache attacks, explained in 2.3.

2.2 Shared memory

Memory is a limited resource whose lack affects negatively
to performance. Consequently, operating systems employ
mechanisms such as memory sharing to reduce memory uti-
lization. Given that two different processes are using the same
libraries, an operating system has two options: loading twice
the same libraries into physical memory or loading the li-
braries only once. The second option implies to map the same
physical page into the address spaces of each process.

Another form of shared memory is known as deduplication,
which was originally introduced to improve the memory uti-
lization of VMMs. The cloud hypervisor scans the physical
memory and recognizes processes that place the same data in
memory (pages with identical content). When several pages
happen to have the same content, all the mappings to identical
pages are redirected to one of them and the other pages are re-
leased. However, if any change is performed by any process
in the merged pages, memory is duplicated again.

The Linux memory deduplication feature implementation is
called KSM (Kernel Same-page Merging) and appeared for
the first time in Linux kernel version 2.6.32. KSM is used as a
page sharing technique by the Kernel-based Virtual Machine
(KVM). KSM scans only potential candidates instead of the
whole memory continuously [3].

The deduplication optimization saves memory, allowing more
virtual machines to run on the host machine. It provides as
well a reduction in power consumption and system cost. Due
to deduplication it is possible to run over 50 Windows XP
VMx with 1GB of RAM each on a machine with just 16 GB
of RAM [1]. In terms of performance, deduplication is an at-
tractive feature for cloud providers, that after several demon-
strations of side-channel attacks exploiting page sharing, they
are advised to disable.

2.3 Cache attacks

Cache memories, as well as improving performance, create
new covert channels that can be exploited to extract sensitive
information. The time elapsed when a process tries to access
some data is lower when there is a cache hit on the smallest
cache. The time increases related to the size of the memory
cache with a cache hit. When there is a cache miss, the data
has to be retrieved from main memory and the time is sig-
nificantly higher. Therefore, when a cryptographic process



accesses some data, the execution time depends on the pres-
ence (or not) of the data in the cache memory. This timing
information can, as a consequence, be exploited to gain infor-
mation, such as secret keys, of the cryptographic process.

The cache memory was first mentioned as a covert channel
to extract sensitive information in 1992 by Hu [11]. Kocher
[17] introduced the first theoretical attacks. Kelsey [16] de-
scribed the possibility of performing attacks based on cache
hit ratios. In 2002, Page [22] studied a theoretical example of
cache attacks for DES. Tsunoo [26] investigate timing side-
channels due to table lookups for DES. In 2004, Bernstein
[4] proposed the first time-driven attack on AES, after ob-
serving non-constant times when executing cryptographic al-
gorithms. Although the attack he presented was not practical,
his correlation attack has been studied extensively. Another
attack was proposed by Percival [23] , who suggested that
an attacker could determine cache ways occupied by other
processes, measuring access times to all ways of a cache set.
The reason is that these times are correlated with the number
of occupied ways.

Osvik et al.[21] proposed two techniques, which have been
widely used later on: Evict+time and Prime+Probe. These
techniques are intended to allow an attacker to determine the
cache sets accessed by a victim process. Evict+time consists
of three steps: first, an encryption is triggered and its exe-
cution time measured; second, an attacker evicts some lines;
third, the encryption time is measured again. By comparing
the second time with the first measure, an attacker can decide
whether the cache line was or not accessed. Higher times will
be related to the use of the mentioned line. On the other hand,
Prime+probe consists of two steps: first, attackers fill a cache
set with data, and they trigger (or wait for) the victim to per-
form an encryption. Next, the attackers access their data and
measure the time elapsed in order to determine if the data has
been evicted by the victim process. If so, the attacker discov-
ers which lines has been used by the victim.

A significantly more powerful attack that exploits shared
memory and the completely fair scheduler (CFS) was pro-
posed by Gullasch [9] . The same principles of the attack
were later exploited by Yarom and Falkner [27] who named
the method Flush+Reload. The target of this attack was the
L3 cache as it is inclusive and shared between cores. The
Flush+Reload technique relies on the existence of shared
memory and the cflush instruction. This instruction allows
an attacker to flush the desired line or lines from the cache to
main memory. This way, if shared memory is enabled, the at-
tacker can be sure that, if the victim process needs to retrieve
the flushed line, it will have to load it from main memory.
Flush+Reload also works in three states: first, the desired
lines from the cache are flushed. Second, the target runs its
process or a fragment of it. Finally, the flushed line is ac-
cessed measuring the time required to do it. Depending on
the reload time, it is decided if the line was, or not, accessed.

Flush+Reload attacks have demonstrated their power against
AES T-table based implementations, as did Irazoqui et al.
[13], and also detecting cryptographic libraries [14]. An
attack also based on the Flush+Reload technique was the

Cache template attack [8] , where authors rely on the exis-
tence of shared memory between the attacking and the at-
tacked processes (a sharing they enforce). Their proposal
eliminates the need of knowing the version of the algorithm
under attack.

In virtual environments, shared memory is not always avail-
able through deduplication. We still have Prime+Probe [12,
18] as a working technique to exploit information leakage. To
attack the L3 cache in virtualized environments, researchers
have overcome complications as not knowing the mappings
between physical and virtual memory [2, 20]. Even when
shared memory is not an assumption, co-residency is always
a requisite.

2.4 Cache attacks detection

To the best of our knowledge, research in detecting side chan-
nels attacks in cloud has not been extensively studied yet. The
research focus has been on cache side-channels avoidance or
obfuscation rather than in detection. Proposed countermea-
sures include disabling the cflush instruction or the memory
sharing functionality. Raj et al [24] suggested cache hierar-
chy aware core assignment and page coloring to isolate cache
interference between VMs. Jin et al. [15] proposed a cache
partitioning mechanism in the cloud. They modified the page
allocation algorithm to confine the L2 cache usage of each
VM running on the same host. Other proposals include limit-
ing the granularity of time counters used in the attacks [19]

Detection is possible based on the idea that any computation
task has an impact on the environment. This impact can be
measured, for example, reformulating some of the techniques
employed when performing an attack to detect such attacks.

Chiappetta et al. [5] obtain useful information for detection
from hardware performance counters (HW counters). HW
counters are special purpose registers which hold informa-
tion about CPU events such as clock cycles, cache hits, cache
misses, memory accesses, etc. If a process is causing L3
cache misses in other, as flush+reload attacks do, we can
detect an increase in the amount of total cache misses. The
drawback of this approach is that HW counters are not avail-
able inside VMs. Cloud clients willing to detect cache misses
or CPU usage cannot use HW counters. However, timing
measurements are available. With a proper behavioral model
of the activity of the encryption process, timing measure-
ments are enough for detection, as we demonstrate on the
following sections. Another important advantage of detection
is that it is applicable to any behavior inducing an anomalous
use of the cache memory.

3. CASE OF STUDY: AES

The AES algorithm serves as a good example both to ex-
plain side-channel cache attacks and countermeasures. The T-
table-based OpenSSL implementation has been the preferred
victim in successful published attacks[13]. It makes use of
four lookup tables to perform encryptions and decryptions.
The lines of these T-tables used by the encryption process
will be available on the cache memory after.



The AES algorithm is a block cipher which consist of a re-
peated application of a round transformation on the state, de-
noted S. The number of iteration rounds, N,, depends on
the size of the key: 10 rounds for 128-bits, 12 rounds for
192-bits and 14 rounds for 256-bits. The concrete details of
the implementation of AES are not relevant for our purpose,
but interested readers are referred to [7]. In the last round of
AES, there is an XOR operation between some data of the
lookup tables and the last round key. To sum up, each out-
put ciphertext byte can be seen as stated in Eq. 1; k; is the 4
byte of the last round key, T'e(;12)%4 is the lookup table cor-
responding to the byte and s; is the state byte ¢ from previous
round, which is used as index of the lookup table. Gaining
information on the data used from the T-tables, with a known
output, provides information on the last round key (which is
straightforward related to the encryption key).

Ci = ki @ Te(i)p4[si] =

With the flush+reload technique applied as explained in [13],
we are able to flush a line of the cache containing some known
data from the T-tables. The data removed from cache can
be used in the last round. After flushing the lines involved
in the attack, we trigger an encryption and wait until it fin-
ished. Then, we reload the removed data again, measuring
the time elapsed in accessing it. Time measurements are done
using the rdtsc instruction. Low reload times mean the data
has been recently used (cache hit) whereas high reload times
mean the data was not used (cache miss). Fig. 1 represents a
distribution of reload times when performing an attack flush-
ing four cache lines, one for each T-table. It is easy to see
which accesses correspond to cache accesses (L1 to L3 cache
levels) and which ones correspond to cache misses or main
memory accesses. Times over an established threshold, at
200 cycles in our example, represent cache misses. With the
information derived from the data accesses and the cipher-
text bytes we are able to obtain the secret key after perform-
ing around 3000 encryptions in non-virtualized environments
and 8000 encryptions in the case of virtualized environments.
In order to avoid the attack, we have to detect it before the
full key is leaked: seconds. Another consideration we have
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Figure 1: Distribution of times required to read a cache line.

to bear in mind is the probability of not accessing a concrete
cache line within an encryption. This probability is given by
Eq. 2,where n represents the number of table entries a cache
line can hold, and N,. the number of rounds of the algorithm.
n )N,»*4

Prino access Te;] = (1 - —

256 @)

Each table Te is accessed 4 times each round. n depends on
the size of the cache line, B. Each value in Te has 32-bits, be-
ing n = B/4. Considering AES-128 (INV,, = 10) and a cache
line of 64 bytes (n = 16), the probability of not accessing the
cache line is 7,5%. It is coherent with the probabilities seen
on Fig. 1: the values to the left of the threshold, associated
to cache hits at different levels of cache, represent more than
90%. The probability distribution between L1 and L3 cache
hits depends on the attacker and victim sharing the same core
(sharing L1 cache) or not (sharing L3 cache).

4. MODELING AES

In order to detect cache attacks, first we have to gain knowl-
edge about how an encryption process should behave un-
der different circumstances. We perform several experiments
whose aim is to obtain a timing model as accurate as possible.
Our experiments are performed using the AES T-table imple-
mentation of OpenSSL, version 1.0.1f, in a machine with an
Intel Core i17-4790(3.60 GHz) processor with Centos7 OS.
The experiments in virtualized environment are performed in
an Intel Xeon CPU E3-1226 v3 (3.30GHz) also running Cen-
tos, belonging to an openstack cluster with KVM as hyper-
visor and the deduplication feature enabled. Both machines
have a L3 cache of 8MB with a line size of 64 bytes. In each
of the considered cases we perform 1 million encryptions.
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Figure 2: Distribution of times required for encryptions.

It is mandatory to get information of the four T-tables to ob-
tain the full key. However, to perform a successful attack
the attacker does not have to flush four lines each time an
encryption is performed. We consider, as representatives for
detection, the cases in which the attacker flushes from one
to four lines per encryption. Fig. 2 depicts the distribution
of time elapsed in different cases, for the i7 processor: when
performing no attacks and when flushing different number of
cache lines. It makes sense that the encryption lasts around
600 cycles, as the encryption of the AES has ten rounds ac-
cessing data an each access to L1 cache needs about 50 cy-
cles. Although each round each table is accessed 4 times,
the processor performs several reads “simultaneously”. Also
the distance between peaks in the figure is consistent with
the main memory access time. The time distribution matches
the probability of cache misses expected from a theoretical
probabilistic analysis. Table 1 shows the probability of cache
misses (columns) depending on the number of cache lines
flushed (rows). Column T shows the theoretical estimation
and column E the experimental result, obtained from data
shown in Fig. 2.
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Table 1: Probability distribution of cache misses (%)
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From Fig. 2 we can conclude that, as long as there is no other
process executing in the CPU, times above 700 cycles are
highly suspicious of causing intended delay.

The same experiments are performed between two different
co-resident VMs. We obtain the time elapsed distribution,
depicted in Fig. 3. The first conclusion is that the threshold
established for detecting suspicious scenarios depends on the
machine executing the process. The second is that in cloud
the peaks of the time distributions are wider than those of
non-virtualized processes; distinguishing between distribu-
tions is much harder, specially when several lines are flushed.
In this case a threshold of about 1100 cycles could work.
However, as some non-attack encryption times are above this
threshold, a new parameter representing confidence on the de-
tection should be defined to avoid false positives.

4.1 Adding noise

A process performing an encryption is likely to share the
CPU with other processes. This fact is more remarkable in
cloud environments, considering each VM share computing
resources in order to achieve higher CPU utilizations and
economies of scale. With the following experiments we want
to model how this sharing affects the encryption process, with
and without an attacking process, to refine our timing model.
The goal is to be able to detect the attacks under different con-
ditions. Our first approach consists in launching the Lookbusy
program and, at the same time, perform the encryptions with
and without the attack. Lookbusy1 stresses, with a synthetic
load, different CPU hardware threads to a certain utilization
avoiding memory or disk usage. We select different utiliza-
tion levels and run our experiments.

On Fig. 4 we observe the effect of sharing the CPU with other
CPU consuming processes. As the use of CPU increases, the
height of the peak representing “non attack” decreases, and
other peaks rise up. The height of these peaks are important,

"http://www.devin.com/lookbusy/
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Figure 4: Encryptions time distributions with different CPU
utilization levels.

as it is linear with the CPU use. Fig. 5 shows clearer this
effect. Seeing the mentioned effect in other way, we can gain
information about the CPU use by observing and analysing
our own execution times of a modeled process.
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Figure 5: Distribution of times around peaks for different
CPU utilization levels.

We consider the use of memory to be a possible interfer-
ence. We have adapted RandMem? to access random mem-
ory regions individually. We launch RandMem simultane-
ously to the encryptions, accessing memory regions using a
random pattern. We perform multiple experiments with dif-
ferent memory size to stress. We measure encryption time
under these circumstances. The execution of RandMem also
consumes CPU. Fig. 6 represents the effect of memory con-
sumption on the encryption times.

In the case of memory consuming processes we also want
to check if the delays measured are due to cache misses or
not. Consequently, as performance counters are available for
non-virtualized processes, we make use of them and measure
the number of cache misses per encryption. It turns out that
the memory consuming processes were only able to cause at
maximum one cache miss per encryption and less than 1%
of the encryptions were affected. That is, even when we are
making use of lots of memory, the interference in cache be-
tween the encrypting and the memory consuming processes is
insignificant unless intentionally caused. CPU consumption
is much more significant on the time distribution.

Zhttp://www.roylongbottom.org.uk
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Figure 6: Encryptions time distributions with different mem-
ory utilization levels.

As for cloud environments we launch instances of VM con-
suming CPU, memory or executing the Yahoo! Cloud Serv-
ing Benchmark (YCSB) which is used to simulate workloads
that fetch web pages, including the writing portions of those
workloads [6] as this are realistic loads in cloud. Again the
results of the experiments can be seen in Fig. 7, altogether
with the peaks distributions in Fig. 8
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Figure 7: Encryptions time distributions with co-resident vir-
tual machines.
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Figure 8: Distribution of times around peaks with co-resident
virtual machines.

Considering virtual environments, it is also possible to ap-
proximately determine the CPU use of the host in which the
process is being executed. During all the execution of the pro-
cesses we also measure the host machine use. Each launched
instance consumes about 25% of the CPU. With 3 instances
launched to set CPU usage context and two more VMs, used
as server and attacker in our simulation, the CPU utilization
is about 100%. With more than three running instances, CPU

utilization is about 100% and it slightly decreases when exe-
cuting our processes. In terms of timings there are no signif-
icant differences between the different types of instances; the
most relevant parameter is CPU consumption.

Other important requisite we need for detection is that, even
in virtualized environments and with a 100% CPU usage, the
distributions for each of the considered conditions are still
distinguishable. Fig. 9 shows the time distributions for the
different conditions: under no attack or flushing from 1 to 4
cache lines.
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Figure 9: Distribution of times for encryptions in virtualized
environments 100% CPU usage.

5. PROPOSED DETECTION ALGORITHM

Based on the models of behavior presented in the previous
section we are able to provide a simple detection algorithm 1.
The proposed algorithm decides whether the system is un-
der attack or not based on the time distribution measured. It
makes use of the previous 200 samples before the current one.
Then, we make an histogram selecting time intervals of 20
cycles. Once we have the histogram, we apply a rectangular
window of three samples; i.e. it contains the previous, cur-
rent and next samples. We use the result of windowing the
histogram to detect where are the peaks of our distribution.
If more than one peak is detected, we use the heights of the
peaks to decide if we are being attacked or not. For example,
according to the previous models, if the second peak is higher
than the first one we will categorize this process as an attack.
In this case we do not take further considerations, as check-
ing if the first peak is over a certain value or checking if the
two peaks are in fact the same by looking where are placed
the peaks. Therefore, we expect some false positives to ap-
pear. We define a new parameter, a “confidence”, to reduce
the number of false positives we get. If a tendency defined
as attacking keeps on repeating, the confidence increases un-
til it reaches a threshold; then, we declare it as an an attack,
otherwise it decreases.

To validate our detection system we define a test set, different
from the training set used in Section 4. We have simulated
multiple encryptions with different conditions: under attacks
on different number of lines, under no attack in both virtu-
alized and non-virtualized environments. The rates of false
positives and false negatives are shown in tables 2 and 3 for
different number of lines flushed, where O lines flushed means
no attack. Each process performs 8000 encryption requests in



Algorithm 1 Cache attack detection algorithm

Input: Encryption times, confidence level
Output: flag detected
h = calculate_hist (times,—200..n);
w = window (h);
arr_peaks = peak _search (w);
if length (arr_peaks) > 1 then
if arr_peaks 0] < arr_peaks [1] then
confidence + +;
else
if (num_significant_peaks # p_0) >= 2 then
con fidence + +;
else
con fidence — —;
end if
end if
else
confidence — —;
end if
if con fidence > threshold then
detected = 1;
end if
return confidence, detected;

non virtualized environments or 10000 in virtualized environ-
ments. We consider a false positive if a non-attacking process
is labelled as an “attack”; on the other hand, a false negative
is an attack we do not detect in time.

Flushed lines | Non-virtual environment | Virtual environment
0 4% 4.8%

Table 2: False positives rates(%)

Flushed lines | Non-virtual environment | Virtual environment

1 2% 3.6%
2 1.1% 2%
3 0.5% 2%
4 0.4% 1.5%

Table 3: False negative rates(%)

Even that our detection algorithm is quite simple, it is able
to detect over 96% of the attacks. However, the experiments
performed have shown that, for higher CPU utilizations, false
positive rates increase as the distributions are more similar to
the attacking ones. We are not considering this fact properly
in this simple algorithm. We have also detected that there are
more false positives when the encryption process has just be-
gun and the times have not jet stabilized, in transient periods.

The proposed algorithm provides a proof of the utility of the
models performed in Section 4. The detection algorithm can
be improved by adding information on the evolution of times
or the CPU usage. Other alternatives include improvements
on the peak extraction algorithm, in order to label two nearby
peaks as one or increasing the number of samples of the his-
togram. Moreover, we believe that machine learning tech-
niques, such as neural networks or predictive algorithms, can
be applied using our models to perform detection. The idea
would be measuring how different is the real behavior from

the expected behavior and how similar it is to attacks in order
to decide whether we are being attacked or not.

When an attack is detected, stopping the encryptions provides
information to the attacker, so it can react and scape. We sug-
gest the use of a fake encryption key when detecting an attack
and keep on performing encryptions. We will be able to iden-
tify the identifier of the process responsible of the attack. In
cloud environments, we are not able to kill other clients ma-
chines, or even to decide where our machine is placed. The
fake key is useful to keep the attacker busy and away from
our real key while we notify the cloud provider that we are
suffering an attack from a co-resident VM. It is in hands of
the cloud provider to detect the attacking VM and take the
actions they consider. We are giving to the provider informa-
tion about a suspicious VM that can be attacking other VMs
from other cloud clients who will probably be grateful for
the protection. However, in order to report an attack to the
provider, certainty is required in order not to defame other
clients. Even when the provider does nothing, the attacker
will probably stop the attack when he gets the fake key. In
order to avoid being detected, it might end the attack. There-
fore, once the encryption process comes to its normal state,
we can keep on encrypting data with the real key.

6. CONCLUSION

From our point of view attack detection is a powerful tool that
works better than disabling options that enhance performance
as memory sharing. When a door useful for attacks closes,
a window that can be exploited opens. If you know what
should be happening inside the “house” and you detect that
something different is happening, you are alerted and you can
defend yourself from whatever comes through the window.

In this work we have provided useful information about how
cache side channel attacks work, and we have characterized a
process performing AES encryptions being attacked and per-
forming normally. We have refined our models considering
the encryption process at different circumstances such as dif-
ferent CPU loads or memory use. With all this information
we have provided a simple detection algorithm for AES attack
that can be easily simulated and extended to any other cyp-
tographic algorithm susceptible of a cache attack. We have
characterized all the processes in terms of timing, as time
measuring is available inside VMs in contrast of performance
counters which are not.

Even with a quite simple detection algorithm, when the mon-
itored process is properly modeled, we are able to detect over
96% of the different attacks with reasonable false positive
rates even in cloud environments. The false positives appear
during the initial transitory state of a new process, thus if this
state is discarded by the algorithm or the measurements are
taken when the monitored system is stable, the false positive
rate tends to 0%. We have demonstrated that detecting cache
attacks with only time measurements is possible, as long as
we can model how our process should work. We do not need
to be the hypervisor in cloud environments in order to protect
ourselves. There is still room for improvement on the detec-
tion algorithms, once that they have demonstrated their utility
for cache attacks detection.
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